MUHAMMED KANYI

Address:  Ccgp4+QG, Serrekunda, Gambia
Phone: +220 2445348

Email: contact@kanyi.gm

Website: www.kanyi.gm

Github: github.com/geniuskidkanyi

SUMMARY

Passionate and results-driven Fullstack Developer, DevOps Engineer, and Cybersecurity Professional
with over 10 years of experience in software development, system architecture, and security auditing.
Self-taught polyglot programmer proficient in multiple languages and frameworks, with a proven track
record of leading development teams, architecting enterprise-scale applications, and delivering secure,
high-performance solutions for clients across Africa, the Caribbean, and the United States. Committed to
continuous learning and mentoring the next generation of tech professionals.

TECHNIICAL SKILLS

Programming Languages
» Proficient: JavaScript, TypeScript, Ruby, PHP, Python, Java, Kotlin, Swift
o Familiar: Rust, Go
Frontend Development
o React. js, Redux, Material-Ul, HTMLS5, CSS3, SASS
» Responsive Design, Progressive Web Apps (PWASs)
Backend Development
« Ruby on Rails, Node.js, Spring Boot, Laravel, WordPress (Custom Themes & Plugins)
« RESTful API Design, GraphQL, WebSocket Integration
Mobile Development
» iOS Development (Swift/Xcode)
» Android Development (Kotlin, MVVM Architecture)
DevOps & Cloud
« Docker, Kubernetes, Jenkins, GitLab CI/CD, GitHub Actions
» Oracle Cloud Infrastructure (OCI), AWS, DigitalOcean
o Infrastructure as Code (laC), Terraform
» Prometheus, Grafana (Monitoring & Observability)
» Continuous Integration/Continuous Deployment (CI/CD) Pipeline Design
System Administration
e Linux Server Administration (Ubuntu, CentOS, Debian, RHEL)
» Windows Server Administration
» Operating System Installation & Configuration
» Nginx, Apache Web Server Configuration
o Shell Scripting & Automation (Bash, Python)
» Server Hardening & Maintenance
« Virtualization (VMware, VirtualBox, Proxmox)
Databases
« MySQL, PostgreSQL, Redis, MongoDB
» Database Optimization & Performance Tuning
Cybersecurity
» Web Application Security: OWASP Top 10, Secure Code Review, Vulnerability Assessment,
Penetration Testing
» Network Security: Firewall Configuration, IDS/IPS, VPN Setup, Network Segmentation
» Security Monitoring: SIEM, Log Analysis, Threat Detection, Incident Response
o OAuth2, RBAC, SSL/TLS Encryption
» Application Security Auditing



PROFESSIONAL EXPERIENCE

GCubed, Gambia — Software Engineer | Owner
May 2014 - 2016 | 2022 - Present

Developed and maintained robust applications, focusing on user experience and system
reliability

Built real-time location tracking applications, interfacing with GPS hardware

Developed real-time communication applications using WebSocket technology

Built enterprise-scale Ruby on Rails applications for international clients in the Bahamas and the
United States

Designed and implemented RESTful APl endpoints for mobile applications

Integrated payment services, including Stripe and PayPal

Engaged in hands-on coding, debugging, and testing to ensure the highest standards of
software quality

Worked closely with clients to gather requirements and deliver tailored solutions that met their
needs

Utilized various programming languages and frameworks to tackle real-world challenges
Provided cybersecurity consultations for GCubed clients, including vulnerability assessments and
security audits

Managed server infrastructure, operating system installations, and system administration
Mentored junior developers and conducted internal training sessions

Xanda Ltd, Gambia Branch — Senior Developer
April 2016 - April 2022

Led the Gambia development team, specialising in custom WordPress development

Built custom themes, plugins, and plugin extensions for enterprise clients

Integrated various payment platforms and third-party services

Delivered dozens of projects ranging from small websites to large enterprise applications
Implemented best practices for code quality, testing, and deployment

PROFESSIONAL EXPERIENCE

Damia Security Solutions — GPS Tracking System Architect
2022 -2023
Architected and oversaw the development of a comprehensive GPS tracking system including:

Backend: Java Spring Boot, WebSocket integration, MySQL, Redis, RabbitMQ

Frontend: React.js with Redux and Material-Ul

Mobile: Native iOS (Swift) and Android (Kotlin) applications

Infrastructure: Kubernetes orchestration, CI/CD pipelines, OAuth2 security implementation
Features: Real-time tracking, geofencing, historical data analysis, push notifications

Comfort Quality Service — Security Consultant
March 2024

Conducted a comprehensive security audit of The Gambia Electronic Vehicle Management
System

Uncovered over 100 million Dalasis in fraudulent activities

Redesigned and secured point-to-point networking between the head office and satellite offices
Implemented enhanced security protocols and monitoring systems



PROFESSIONAL EXPERIENCE

Data Sling Gambia — System Developer
October 2022

Developed system integration for NAWEC Cashpower API using Ruby on Rails
Integrated PayPal and Stripe payment gateways
Built secure and scalable API infrastructure

2M Corp — API Developer
October 2021

Built APl endpoints for The Gambia Ports Authority tally system using Ruby on Rails
Configured integration with Jasper Server for reporting system
Ensured secure and efficient data exchange between systems

GBOS Office Building — ICT Assessment Consultant (Co-Lead)
January 2026 - April 2026

Co-led a comprehensive ICT infrastructure assessment for the GBOS office building covering
network, systems, and operational technology readiness

Produced a detailed 20+ page technical assessment report with findings, priorities, and strategic
recommendations

Identified risks across 8 key categories including cybersecurity, networking, hardware lifecycle,
data protection, continuity, and access controls

Developed actionable recommendations for infrastructure modernization, cybersecurity
hardening, and future scalability

Presented a remediation roadmap to improve resilience, operational efficiency, and compliance
readiness

Kajarbi 54 LLC — Technical Lead & Solutions Architect
January 2026 - Present

Leading the end-to-end technology strategy and enterprise architecture for a USA-registered
company establishing its Pan-African media and digital commerce operations through its Ghana
subsidiary

Designing and overseeing the launch of online and on-air radio broadcasting platforms, including
studio systems, streaming infrastructure, automation, and remote broadcasting capabilities
Architecting television broadcast systems covering production workflows, live switching, media
asset management, playout, transmission, and digital distribution channels

Leading the development of a scalable multi-vendor marketplace platform to connect
merchants, service providers, and customers across Africa

Designing secure cloud and hybrid infrastructure environments with high availability, disaster
recovery, backup, and business continuity planning

Establishing cybersecurity frameworks including access control, network segmentation,
monitoring, endpoint protection, and governance policies across all platforms

Defining technical standards, vendor selection criteria, procurement specifications, and
implementation roadmaps for broadcast and IT infrastructure

Managing cross-functional teams including developers, broadcast engineers, system
administrators, designers, and operations stakeholders to deliver an integrated ecosystem
Driving integration between media platforms, mobile applications, payment gateways,
advertising systems, analytics tools, and customer engagement platforms

Providing executive-level technical advisory on expansion strategy, scalability, compliance
readiness, and long-term digital transformation initiatives across African markets



PROFESSIONAL EXPERIENCE

Hive Consult - Cybersecurity Training and VAPT

February 2026 - presnt

Instructor for Essential Linux Skills for Cybersecurity Professionals, HIVE Consult. Designed and
taught a practical course for security professionals covering Linux command line, user and file
permissions, process and network troubleshooting, automation with shell scripting, system
hardening (SSH, firewalls, SELinux/AppArmor) and log analysis for incident response. Created labs,
assessments and post-course reference materials to reinforce operational skills used in SOC and
red/blue team activities.

CERTIFICATIONS

Security & Cybersecurity

Certification Issuing Organization Year
Certified Cybersecurity Technician (CCT) EC-Council 2024
Certified in Cybersecurity (CC) ISC2 2023
Certified AppSec Practitioner The SecOps Group 2024
Network Defense Essentials EC-Councill 2023
Digital Forensics Analysis Hive Security Consult 2026
Cloud Computing

Certification Issuing Organization Year
Oracle Cloud Infrastructure 2025 Certified Oracle 2025

Architect Associate

A Practical Introduction to Cloud EC-Council 2024
Computing

Cloud Security Now EC-Council 2025



CERTIFICATIONS

Networking & Ethical Hacking

Certification

Understanding Networks for Ethical
Hackers

Mastering Network Intrusion

IPv6: Attack & Defense

Linux Security Guide

EDUCATION

Issuing Organization

EC-Council

EC-Council

EC-Council

EC-Council

Year

2025

2025

2025

2025

SBEC International College
2015 -2016
o CCNA 200-301 Networking Studies

Gambia Senior Secondary School, The Gambia

2011-2014
e Graduated as a Science Student

Self-Taught Programming Journey

Continuously expanding technical knowledge through self-directed learning:

» JavaScript & React ecosystem

» Ruby on Rails framework

e PHP & Laravel

» Python for automation and scripting

« Rust for systems programming

o Mobile development (Swift & Kotlin)

» DevOps practices and cloud technologies

o Web application security and penetration testing



VOLUNTEER EXPERIENCE

GCubed & Guidance and Counselling Centre for Children — Introduction to Linux Workshop
September 2025
» Teaching primary and junior school students the fundamentals of Linux operating systems

IMDID Tech Cafe — Programming Instructor

June - July 2019
 Introduced junior high students to programming concepts
» Taught Scratch programming to beginners

Technovation Challenge — Mentor
July 2019, Banjul
« Mentored young women (ages 10-18) in becoming tech entrepreneurs
o Guided teams in developing mobile apps addressing real-world problems

HackathonGirls — Mentor

April 2019, Banjul
» Led intensive three-week training program introducing women to technology
» Provided hands-on coding instruction and career guidance

Django Girls Banjul — Mentor
April 2017, The Gambia
o Mentored women during a 2-day hackathon
 Introduced participants to programming fundamentals and Python

KEY ACHIEVEMENTS

» International Client Portfolio: Successfully delivered enterprise applications for clients across
multiple continents including Africa, the Caribbean (Bahamas), and the United States

« Fraud Detection: Uncovered over 100 million Dalasis in fraudulent activities through
comprehensive security auditing

» Real-Time Systems: Architected and deployed GPS tracking systems handling thousands of
concurrent device connections

« Community Impact: Mentored hundreds of young people, particularly women, in technology
through various volunteer initiatives

» Multi-Platform Development: Led development of cross-platform solutions spanning web, iOS,
and Android applications

REFERENCES

Pa Ceesay - CEO
Comfort Quality Services Gambia
TEL: +220 996 6200

Jainaba T. Sarr - Country Director
Future In Our Hands Gambia
TEL: +220 388 8890

Dr Sharron Neely - CEO
Fabulous Ronnie Hair Restoration Clinic
TEL: +1 (242) 429-9939
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